
The UK is currently introducing equivalent legislation aimed at enhancing the cyber security of information systems and digital products. The UK NIS Regulation Amendment 
(“NIS Amendment”) broadens the scope of digital service providers subject to enhanced information security and reporting requirements, while the Product Security and 
Telecommunications & Infrastructure Act (PTSI) outlines product conformity requirements for connected products. The NIS Amendment is expected to enter into force during 2023 
whilst the PTSI came into force in December 2022, with compliance required from late 2024 onwards. In most cases it is anticipated that compliance with the EU regime will achieve 
equivalent compliance for the UK. However, those organisations managing particularly critical infrastructure/assets in the UK should contact Shoosmiths for more UK-centric advice.

NIS2 river-flow for compliance 
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This information contained in this document is for 
guidance purposes only and does not constitute 
legal or professional advice. For advice specific to 
your individual circumstances please contact your 
Shoosmiths representative or the Resiliency Team 
[link to smart forms TBA].

Early NIS2 scoping work:

Determine if your business falls within the 
scope of NIS2, which of your information 
systems NIS2 will cover and which category 
systems fall under (essential or important). 
Understand the requirements and timelines 
for compliance with particular milestones.

Gap-analysis and enhanced technical 
and organisational measures 

Conduct a gap-analysis, ideally by 
reference to your competent authority/
CISRT. Identify where existing technical 
and organisational measures need to be 
enhanced. Introduce new measures into 
roadmap and ensure appropriate budgetary 
considerations are in place. Implement 
policies & procedures to address specific 
requirements of NIS2 (see NIS2 suggested 
policy list).

Vendor management program

Embed NIS2 compliance requirements 
into existing Vendor Management process. 
Evaluate cyber security risks within your 
supply chain. Develop enhanced vendor 
contractual documentation and security 
annexes to ensure vendors’ information 
security practices do not undermine your 
own and to ensure sufficient liability and 
insurance cover is in place.  

Establish governance 

Appoint a team or individual responsible for 
overseeing NIS2 compliance efforts, with 
defined roles. Embed cyber compliance and 
oversight within senior management.

Registration & representatives 

Complete registration particulars 
with chosen regulator. Appoint EU 
Representative if required.

Compliance roadmap

Audit your current compliance program, 
governance structures, cyber security 
posture and QA process. Compile a 
roadmap to achieve NIS2 compliance (see 
NIS2 checklists).

Risk assessment: 

Identify potential vulnerabilities, threats 
and risks to network and information 
systems. 

Establish incident response & reporting 

Develop an incident response plan that 
outlines the steps to be taken in the event 
of a cyber security incident. Ensure incident 
reporting policy is in place and reconciles 
with other reporting requirements (e.g., data 
protection breaches). Implement monitoring 
and logging mechanisms to track and record 
network and system activities meeting 
NIS2’s cyber forensic reporting criteria.

Contractual documents:

Update customer-facing contractual 
documentation and associated technical 
documentation. 

Maintenance & ongoing compliance: 

Audit your current compliance program, 
governance structures, cyber security 
posture and QA process. Compile a 
roadmap to achieve NIS2 compliance (see 
NIS2 checklists).


